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“90% of all crisis management has to do with information processes.” (Interview, 11 May 2015)
Security practices and data are inextricably enmeshed – thus having sparked intense discussions about
surveillance, social sorting, preemption/prevention/precaution, predictive policing, and other efforts
to act upon the unknown future in order to intervene into it. In other words: data have been rendered
key to cancelling out the next event that threatens to unsettle our security, and data-based security
practices have thus commanded critical attention (e.g., Amoore, 2011, 2013; Amoore and de Goede,
2008; Leese, 2014; Lyon, 2003; Rouvroy, 2013). This paper engages a different aspect of the temporal
continuum of security production. Informed by a series of open, qualitative interviews with experts
from European crisis management (predominantly practitioners, but also senior level ministerial
representatives, researchers, and designers) that was conducted between April and June of 2015, the
analysis emphasizes the role of information during a crisis – regardless of whether it would be caused
by natural events (e.g., forest fires, floods, or storms), by accident/failure (e.g., industrial or nuclear
incidents, blackouts), or by deliberate attacks (e.g., terrorism).
Distinct threat ontologies become leveled throughout crisis management by the urgency of
intervention – an intervention that, as the above quote aptly demonstrates, hinges to a large extent
on the availability of data on the event itself, on the topography of the affected area, on first
responders and equipment, on weather conditions, on the affected population, on infrastructure, and
on a plethora of other factors that can be key for effective mitigation of harm. As availability and
timeliness of reliable information play such a key role for crisis management, major efforts have
recently been undertaken to develop and design ‘common operational picture’ and ‘common
information space’ IT solutions in order to ensure the interoperability of involved organizations,
particularly when it comes to wide-ranging, transnational crises. Such formalization of information
flows throughout cross-national digital infrastructures – widely considered a viable remedy for crisis
management – is however, as the empirical accounts from the field itself have shown, coined by one
major caveat: data protection. The legally binding status of data protection in fact produces a
disciplinary power that unfolds unprecedented side effects when it comes to managing actual crises.
The argument that I seek to spell out here along the empirical analysis of expert accounts is the
following: the European data protection framework as well as national data protection legislations
provide detailed and specific regulations concerning the collection, storage, processing, and transfer
of data, and particularly when it comes to personal data. To be perfectly clear from the outset: this is
a good thing, and this notion is shared by most interviewees as well. However, as became clear from
the experts’ accounts, data protection in crisis management does in fact produce what might best be
described as an ‘informational straightjacket.’ While experts and practitioners widely consider data
protection necessary and valuable, they are at the same time confronted with what I call here the
disciplinary power of data protection. In other words: data protection heavily interferes with what
experts framed as necessarily efficient and swift information exchange between first responders and
other involved agencies. Subsequently, the regulating force of data protection produces creative
practices of bypassing official IT infrastructures that are supposed to facilitate cooperation in crisis
situations.
The paper proceeds by briefly sketching out the current trends of interoperability in security practices
and the ensuing efforts to design ‘common operational picture’ and ‘common information space’
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solutions. Subsequently, it engages the experts’ accounts of the problems created through attempts
to formalize information flows in crisis situations through IT infrastructure, thereby engaging empirical
examples of creatively bypassing such infrastructures. Finally, I will reconsider the ‘conflict’ of
privacy/data protection vs security in light of the disciplinary power of data protection.

Methodological note
This paper has emerged in an inductive fashion through the collected empirical material. While the
expert interviews were originally conducted for the purpose of identifying ethical stakes in crisis
management in order to counsel the development of a common information space within the project
consortium, initial analyses of the material revealed the strong narrative about data protection that
was put forward by all respondents when talking about problems that they encountered in their
everyday practices, thereby rendering the topic at hand a compelling thematic that I chose to pursue.
The argument throughout this paper will accordingly be spelled out closely along the experts’ accounts
and their perspective on the role of data and data protection within their professional field. I have
therefore decided to give the interview material itself the necessary space, as the examples put
forward by the interviewees in many cases speak powerfully for themselves.

Let’s share! Interoperability in crisis management
“We need data in order to make decisions and in order to make good decisions.” (Interview, 16 April
2015) Crisis management is however not only about data and information as such, but at the same
time one of the major stakes of the field is how to share data. Complex contingencies with multiple
involved organizations practically command a seamless information flow, as no organization can
gather and process all necessary information by itself, nor can it subsequently act upon it in an isolated
fashion. In very simple terms: crisis management is about working together, about cooperation and
exchange. Using the current buzzword: it is about interoperability. Questions of interoperability – or
rather, a presupposed lack of interoperability – have been high on the European security agenda for
quite some time. Interoperability, as has been highlighted by several diagnoses, is widely regarded
necessary in terms of crime prevention and policing, in terms of counterterrorism, in terms of
migration and border control, and in terms of effective crisis management.
The European Security Research and Innovation Forum (2009: 9), a group of high-ranking security
experts, practitioners, and industry representatives, recommended that in order to improve security,
“research must cover technical interoperability aspects between deployed systems, as well as
interoperability at the organisational level, taking into account the diversity of cross-border cultures.”
This recommendation falls well in line with ongoing efforts of streamlining information flows and
enhancing data exchange in crisis management. Such a need has also been reinforced by the European
Network and Information Security Agency (2012: 14), stating that a “lack of interoperability between
first responders and communication problems are the most common findings in post-crisis lessons
learned exercises.” The OECD (2004: 13), in a report on large-scale disasters, has argued that “vital
elements of the picture are scattered across central and local government, law enforcement and
regulatory authorities, corporations and other stakeholders in the sectors concerned, from citizens to
hospitals.”
Similar arguments can in fact also be found throughout academic engagement with crisis management.
As Rhinard et al. (2013: 250) state, “concrete cooperation is hampered by different risk and threat
assessments, incompatible response methods, late ‘situational awareness’, a lack of common technical
standards, and slow deployment and low interoperability of resources,” and ‘t Hart and Sundelius
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(2013: 453) add that “robust sense-making capacity, in other words systematic ways of sorting,
accessing, prioritizing and communicating information, is imperative to prevent both operationalresponders and strategic policy-makers becoming overwhelmed and making costly mistakes through
misunderstandings and miscommunication.” Current efforts to improve crisis management thus
culminate, as Comfort (2005: 348) summarizes, in the “need for interoperability of the highly diverse,
large-scale networks of communications and information exchange used by public, private, and
nonprofit organizations to provide societal services.”
This discourse is also well reflected in the experts’ accounts of their professional experience.
Interviewees unanimously agreed that there is an inherent need to share data and information, as well
as a need to better structure and make sense of data. As one interviewee framed the current stakes
within crisis management:
Actually there’s a real absence of some common working practice or common working
methodologies between different organizations as well, but we have also been focusing in the
last couple of years on actually trying to establish some joint coordination structures across our
emergency services to better enable or be up to receive, as it were, all of the information and
then actually take some decision based upon it. (Interview, 22 May 2015)
This does of course not mean that organizations are only beginning to cooperate – far from it.
However, cooperation among involved actor was often found to be eclectic, uncoordinated, and
heavily reliant on the professional networks of particular individuals within involved organizations.
Moreover, with the unprecedented increase of available digitized information from large-scale,
interlinked databases, satellites, and many different sensors, it turned out that the IT infrastructures
in place were not able to process incoming information flows from other organizations in a satisfactory
fashion. As one expert framed the problems:
We found in [country] that the police, ambulance, and fire services were all operating on totally
different systems, totally different ways of responding, all sorts of things were totally different.
And we had a whole project here on interoperability, trying to get them all on the same
communications network, all on the same level of interchanging information. […] So at that level,
there are people here who have done a huge amount of work to try and get that in place.
(Interview, 24 April 2015)
Another expert, speaking for a different national context, explained what kind of problems are caused
by a lack of interoperability when it comes to dealing with actual crisis situations:
The forest fire we had last year up in [country], I was there during the fire. And when I was there,
during the first week, they had problems of developing a working system for information sharing
within the central command. Like, within there was a building and in that building we have
representations from different organizations, you have the senior commander from the rescue
services and so on. And you have the military, you have the healthcare, the police, you have the
municipality, several municipalities, you have County Administrative Board representatives and
so on. And they needed to share information. […] And they didn’t have a joint system for sharing
that information. (Interview, 16 April 2015)
The lack of the capacity to actually share information was only described as one part of the problem,
though. The other part, equally as important, is to find a suitable way to structure information flows,
to process data, to visualize it and to make it accessible – in short: the capacity to make sense of data.
Without such sense-making, the availability of information would be rather useless, and crisis
situations could not be more effectively handled than before, thereby rendering the promises of the
digital age rather useless. As one interviewee framed it, data sharing can in fact quickly turn into data
overload:
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Sometimes there is no lack of data. There’s so much data. But what you do with the data is the
challenge. How do you deal with the data? If you look at it from a hindsight perspective, you
see: there were a lot of data. But what do you do with it? And the processes of how to deal with
the data are very important, I think. Also from a technical perspective: could we sort the data,
could we sort it out could we structure the data in one way or another? (Interview, 16 April
2015)
Added another expert:
The requirement […] is to get something which is interrelated, interacting, up to the minute,
taking into account all the new technology that’s coming in. Because, I mean, of all the things
we’ve talked about, this kind of satellite imagery and use of satellites and things like that, these
days we get that into it. There is so much data coming in, there’s a need to have some way of
everybody being up to use it, you know. From the local level to the national level, but equally
that it’s up to date and people can make decisions based on all of it, not just on the little bits
that they get in different times. (Interview, 24 April 2015)
Even though interoperability needs to cover both organizational aspects (e.g., using a shared
terminology, establishing a common taxonomy, having coordinated goals, etc.) and technical aspects
(European Commission, 2005; European Security Research & Innovation Forum, 2009; Roßnagel et al.,
2012), the emphasis here is clearly put on the technical capabilities for organizing and processing crossagency information flows. This tendency is well-reflected in current efforts to develop and design
‘common information spaces’ and ‘common operational pictures’ that are supposed to resolve the
questions surrounding sharing and sense-making of data. The simple idea behind such approaches is
that available data – not only geo-data, population data, infrastructure data, maps, etc., but also data
from and about involved organizations – would be joined in some form of centralized portal, which
would then be accessible for all involved organizations, thereby producing accurate support for the
specific organization and the specific task at hand.
However, while in theory, experts and practitioners agree with such an idea, it also became apparent
throughout the interviews that no clear vision of how to realize such a technological infrastructure in
the best way possible exists as of yet. As one interviewee framed the issue:
One of the discussions that we’ve been having is, you know, you share everything, put
everything in the cloud, and then give whoever needs access to it can have it. (Interview, 8 June
2015)
I suppose in very simple terms you’ve just got to imagine this giant pool of information that you
can simply dip into and take out what you need. I personally think that it is going to be very
difficult to try and define, let’s say, sticking with the swimming pool analogy, to try and define
the shape, the depth, the color of the tiles, the amount of water beforehand, because you’re
never quite sure what exactly you’re going to need. What the missing pieces of the jigsaw puzzle
are. […] Actually, what we probably need is a giant pool full of all the information-water we
need, that I can just dip into and take out only what I want. (Interview, 8 June 2015)

The disciplinary power of data protection…
“I would say that the information sharing and the data aspects, whatever you like to call it, has changed
the conditions for management a lot.” (Interview, 16 April 2015) Enter: data protection. Data
protection is primarily a legal term, and one that is located within a complex and quickly transforming
field. Being the legal codification of the abstract concept of privacy, being constantly challenged by
advances in information technology, and currently undergoing reform at the supranational level
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through the EU data protection framework reform, the notion of data protection itself is somewhat
messy and ambiguous (for an incomplete overview of recent discussions, see Bellanova, 2014;
Gutwirth et al., 2014, 2015; Gutwirth et al., 2013), and to a large extent coined by uncertainties
regarding key questions of data collection, storage, processing, and sharing. To be quite concise here:
I do neither seek to engage the legal and philosophical discussions surrounding data protection here,
nor do I seek to analyze the specific legal provisions when it comes to data protection and crisis
management on the European level and in 28 different member states. What I am rather interested
here are the effects that data protection unfolds on the field of crisis management itself. Throughout
the analysis of the empirical material, it became clear that practitioners have quite ambivalent feelings
when it comes to the role of data protection and its impact on their work practices. As one respondent
pinpointed the arguably biggest hurdle:
I think there’s, you know, if you say personally identifiable information in a conversation, then
you can almost feel everyone tense. It’s just that nobody wants to run afoul of that. And no one
is entirely sure how to avoid running afoul of it. […] And so it’s seen, I think, frequently as rather
rule-driven and therefore just one more damn set of rules that we have to keep in mind. And
that does, I think, create some degree of friction and anxiety. (Interview, 2 April 2015)
His reference to friction and anxiety is indeed backed up by other accounts of how data protection is
seen as a stepping stone both in conceptual terms as well as in concrete crisis management practices.
Arguably, such anxiety stems from a lack of definite knowledge of what kind of data handling practices
are allowed under specific data protection legislations, as well as from a lack of guidance on how to
deal with questions of cross-border data sharing. Crisis management professionals are in fact well
aware of the ethical and societal importance of privacy and data protection, and they are certainly
eager not to violate any legal provisions – but not knowing exactly what kind of practices could cause
such a violation, there is a deep insecurity about doing the right or the wrong thing. As said one
interviewee:
The idea of collecting data in local populations, the idea of data transport, what does that mean?
Can you use a server in one country, for instance in country A for a test or an evaluation and in
country B there is a server where the data is located? […] If we have the database in one country,
and not in the country where the test is conducted, for instance [country], by doing so we
wouldn’t run into that problem. But at the same time it is highly technically and legally
complicated. To be honest, I’m not sure whether we actually solved this problem so far.
(Interview, 4 May 2015)
Such rather abstract problems would in the interviews regularly be backed with accounts of very
specific, concrete experiences or scenarios that in fact emphasize the conflicting notions of data
protection and crisis management. As one respondent described practical problems:
Let’s say that one of the water companies we have in [country] has a list of people who identified
themselves being vulnerable so that in emergency they could be entitled to delivery of water.
Under that system, they would not share that data with the health people. And so the health
people would say: “We’ve got our own list of people who are on dialysis. Can we not check if
that’s the same as the list you have of people who need water for the dialysis system?” And so
they are both refusing to talk to each other on the basis that it was confidential information. So
in a sense it became a problem. (Interview, 24 April 2015)
As a reminder: the point here is not the data protection framework itself, but rather how it is perceived
by professionals within crisis management. Through their perception of data protection as the dynamic
and contested field that it is, data protection unfolds effects that go well beyond its narrow legal scope.
What I chose to call here the disciplinary power of data protection can be made tangible through the
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figure of the panopticon. As originally described by Bentham in 1791 (1995), the panopticon was an
architectural model for a highly effective and efficient prison design. The basic idea here is to have one
central watchtower in the middle of the prison building, offering an uninterrupted full circle view of
the complete surroundings. The cell blocks would then be arranged around the central watchtower
such that each and every one of them could be easily surveilled from the watchtower. Through such
an arrangement, a prison could be effectively run with a minimal number of guards. However, the
panopticon only gained its importance as a way of thinking about power and discipline when Foucault,
in his book Discipline and Punish (1977) turned Bentham’s original angle upside down.
Whereas for Bentham, the panopticon was to be read through the lens of the prison guards (i.e., the
watchers), Foucault highlights the perspective of the inmates (i.e., the watched). Starting from the
notion that for the prisoners in their cells, as they would not be able to see the insides of the
watchtower, it would not be possible to determine whether they would be watched at any given
moment, he develops the notion of a disciplinary effect that regulates the behavior of inmates
regardless of whether they are actively being watched or not. As writes Elmer (2012: 23) in this regard:
“Foucault's panopticon emphasizes an enactment of surveillance, a subjectivation of power, as instilled
in prisoners who architecturally speaking must assume ubiquitous surveillance, that they may be under
inspection at any time, night or day.” Key here is the possibility of being watched that suffices for a
regulation of behavior according to what is acceptable and permitted in a given social or institutional
environment (in this case: the prison).
My argument here is that throughout the crisis management experts’ accounts of data protection runs
a similar notion that depicts data protection as an all-encompassing specter that haunts necessary
working practices in terms of information exchange between organizations. In order not to potentially
violate data protection legislation, crisis management thus undergoes change. The disciplinary effect
that data protection unfolds in crisis management practices is however notably a different one from
Foucault’s notion of surveillance and behavioral adaptation – it is one that sits comfortably with the
increased digitization of information exchange and the technologization of the field that has been
rendered a remedy for pressing interoperability needs. The disciplinary power of data protection
becomes inscribed within the formalization of the very IT infrastructure that is supposed to facilitate
information exchange, thereby creating curious effects. As one expert described such effects:
And when I look at these technologies in [country], especially this big common information
space called [name], it has really strong information security protocols implemented to it.
Because the whole idea is that organizations should be able to really share sensitive information
and no one who shouldn’t have access to the system will get access to the system. But in crisis
situations that start small and then slowly escalate, or rapidly escalate, then you often need to
invite new people into the information flow. But this system, it seems like they totally ignored
the fact how social media platforms work. So, it’s very difficult for me to send an invitation, if I
would like to send an invitation to you, because I want you to be part of my team. So they don’t
have some sort of sending invites in order to quickly allow others to get some sort of access.
But, instead then I have to call the support, fill in some sort of standard forms and then they will
evaluate if you should be allowed to have access to the system. Then we will need to send you
some sort of digipass, so you can in a safe way log into the system, or a secure way. And then,
obviously, people will not use this system, because it’s so difficult to include people that you
would like to include. (Interview, 30 April 2015)
IT infrastructures must obviously adhere to legal regulations – as stated earlier, crisis managers appear
to be well aware of the necessity for privacy and data protection and approve of it in general – that
however unfold in strict procedural formalization and a heavily rule-based use of technical solutions
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of information exchange. This goes in fact as far as effectively undermining established crisis
management practices. As one interviewee framed the problematic:
I think the biggest stumbling blocks, as always, are going to be the law and the ethical behavior
sides and so on. It got to the stage where you can’t give somebody somebody’s name because
that would be identifying them, obviously, and all those kinds of things. […] Those rules
themselves are not clearly defined. There’s cases all the time on what constitutes personal
information. […] And the other thing is, that in itself it is an area that is only going to get more
restrictive. (Interview, 8 June 2015)

…and its creative bypasses (for the greater good)
“We find it can be detrimental, whereas I’m sure they meant that to be a good thing. But you and I
didn’t see each other’s information.” (Interview, 24 April 2015) Crisis management is inherently good,
and so is privacy and data protection. How to resolve the apparent conflict between two principles,
then? As there seems to be no easy way to reconcile data protection and the need for information
exchange, experts surprisingly gave account of highly idiosyncratic workarounds in concrete crisis
scenarios, thereby bypassing official IT infrastructure throughout creative repurposing of everyday
technologies. Returning to the account of the forest fire already presented above, the interviewee
goes on to describe how interoperability was eventually created ad hoc as the crisis situation continued
to unfold:
And then there came, it was a guy from a volunteer group […], he showed up and he said: “I’m
quite skilled with computers.” And one of the commanders from the rescue services then said:
“Okay, can you help us?” So he set up, I think it was a Google account, Gdrive or whatever it
was. Like a server. And he arranged an internal information sharing system which I used. I’m not
sure if you could call it an information sharing system, but more like a system for data storage,
and yeah, a bit of sharing as well. So they had Gmail accounts, they had like a server, which you
could use for logging and so on. Then it worked for like a couple days, it worked well. Everyone
was happy with that and then came, I think, some IT security guys. They got to know what was
going on, and they said: “We can’t do this. It’s not secure at all.” So they actually re-arranged
the IT structure within the joint command group […] in a more proper way, according to security
thinking. But it didn’t work as good as the Gmail or Gdrive thing. (Interview, 16 April 2015)
Added another expert with reference to the organizational practices during that fire:
That was the biggest forest fire ever experienced, that we have had in [country]. And it was really
a big operation. But, very few of the standard information systems were used in organizing the
work. The big [name] system, which is a common information space that is in use in [country],
was not used. And also more local logging or reporting systems from the fire rescue service, for
example, were not used. Instead, they invented a new common information space based on
Gmail addresses and Gdrive, basically. (Interview, 30 April 2015)
Another empirical example describes a similar case in which the capacities of official IT infrastructure
did not cover the operational needs of information exchange, thus leading to a creative workaround
incorporating mobile phones:
We’ve had a similar experience in [country] with the radio system, the airwave system. Because
obviously tetra was not very good at working with lots of data, so most police forces have gone
to commercial suppliers and they’re using Blackberries, or whatever it might be for the data.
And one of the issues is the security people saying “You can’t do that”, you know. And chief
constables have had to say: “Unless you can give me another solution, thanks for your advice,
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but I have to do something. I can’t just sit there and not do anything because all the rules say
you can’t do this, you can’t do that, you can’t do the other. I’ve got to make a pragmatic decision
and say right, I accept there is some security issues, I’ll do what I can do to mitigate those, but
I’ve got to do something.” (Interview, 8 June 2015)
The common notion that runs through these examples of workarounds is arguably not a malicious one.
As has been shown so far, crisis managers do not seek to deliberately infringe upon individual privacy,
but they seek to place data protection within the wider frame of their professional obligation to protect
the population, to mitigate harm, and to save lives. However, since – so the argument I put forward
here – the disciplinary power of data protection has been inextricably enmeshed within their
professional tools, they come up with creative solutions for working around ethical and legal conflicts.
Even within such creative and idiosyncratic practices, practitioners are however still aware of the
implications for privacy and data protection. As said one respondent:
[It] is really, from my point of view, fascinating, how they actually were able to create something
new during the management of the operation. On the other hand, I’m a bit frightened also that
these American platforms were used in when [country] governmental organizations are dealing
with the most complex situation they have dealt with the last few years. I mean, I’m not even
sure it was legal to use Gmail and Gdrive, because then governmental information is stored on
servers, located perhaps outside of the EU. (Interview, 30 April 2015)
Most notably, practices of creative repurposing commercial/private technologies for the sake of crisis
management provide a possibility to circumvent formalized logging of actions during crisis situations
through which data protection violations could later be retraced. As explains one expert:
With the fire and rescue services, the most important tool for information sharing was the cell
phone. And this was during a time when a separate, tetra-based system was implemented in
[country]. But what we saw was that the cell phone was the primary vehicle for reporting, verbal
reports and so on, because it allowed the incident commander to include various actors in a very
simple way and it was this very free material or free infrastructure with flexible characteristics
in a sense. But the problem of providing verbal reports is that they are ephemeral and not
persistent. So what I argued was that we should pay more attention to the social networks that
are created on an accident site and also start to record these conversations, so that we can
transcribe them, because it’s basically these social interactions, mediated by cell phone calls,
where the true information flow exists, and not in the formal reporting system. (Interview, 30
April 2015)
There is however a second, non-data protection related narrative running through the empirical
material when it comes to the circumvention of official IT infrastructures in crisis situations. As crises
usually occur in a very low frequency, practitioners are seldom familiar with the use of specific IT tools
for crises. Technology, so the argument put forward by respondents, must however be frequently used
in everyday contexts, because otherwise there will be a lack of familiarity in actual crisis situations that
leads to a neglect of, for instance, a common information space tool, simply due to a lack of user
capabilities. As one expert explains that problematic:
When I’m used to having contact with my cell phone, I will do it in this specific situation as well.
And you can say: “Ah, then you have to have other instruments, blablabla.” But they won’t work!
It’s a fantasy world. It’s a world of organizations who earn money for specific things. But I really
think that Apple and Google and Microsoft are far more important than all those specific things
that we make for specific situations. (Interview, 11 May 2015)
In the end, practitioners in fact engage in a moral evaluation takes into account different factors such
as ethics, the law, and their professional as well as personal desire to do the right things during a
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situation in which the decision to compromise the efficiency and effectiveness of operations due to
complicated procedures and legal constraints can hamper the possibility to mitigate harm. As one
interviewee gives an account of such a moral evaluation that indeed takes into account the
consequences that could occur from data protection violations:
I understand the law, I understand my obligations and the powers that I hold […] but then I don’t
see how you can create a system that will make me behave ethically. Because I wouldn’t be
taken to court for example, and prosecuted, for behaving unethically. As far as I’m aware, there’s
no offense really that covers that. I could be disciplined for improper disclosure of information.
Telling people things that they shouldn’t have been privy to. But I don’t see how a machine can
prevent me from doing that. Because if I acquire some information from this common
information space that I’m entitled to and I need to know, there’s nothing to physically stop me
turning around and saying to someone else who shouldn’t know: “Hey, guess what I’ve just
found out.” (Interview, 8 June 2015)

Reconsidering data protection and security
“Information sharing between professional agencies is – there are some problems, definitely. There
are problems. But when the shit hits the fan, when you have it in reality, I think it’s not a very big
problem.” (Interview, 16 April 2015) The relationship between privacy and security has long been
framed as an incommensurable conflict or, at best, a trade-off. Even though such a conceptualization
is neither epistemologically nor logically coherent, it has been quite persistent (Friedewald et al., 2010;
Leese, 2015; Valkenburg, 2015), and it can be retraced to the emergence of the field of European
security research itself, being coined by strong industrial interests and representation (Bigo and
Jeandesboz, 2010). Privacy, and its legal derivative data protection, in this vein was framed as
hampering the effectiveness and efficiency of data-driven security measures.
The relationship between data protection and security sketched out throughout this paper is a slightly
different one, however. First of all, it must more precisely be described as a conflict between data
protection and interoperability – a concept that is widely regarded key for successful crisis
management, and one that hinges precisely on practices of data collection, processing, storage, and
sharing. Those practices are in turn regulated by EU and national data protection frameworks, thereby
creating a set of mandatory legal provisions that regulate crisis management in concrete crisis
situations. Thus, friction arises. As one interviewee clearly put forward:
The basic idea is that data protection is something that you should take into consideration, in
some form or another, right? And of course you can prosecute data protection violations by way
of compensation claims and so on. […] You could also frame it as a violation of fundamental
rights, but nonetheless there’s a tension between data protection and civil protection.
(Interview, 9 June 2015)
The existence of the conflict itself is not necessarily a novel insight. In fact, governments as well as
academia have acknowledged the tension between data protection and interoperability. As for
instance a British guidance report for crisis management points out with regard to data protection: “Its
job is to balance individuals’ rights to privacy with legitimate and proportionate use of personal
information by organisations. In the context of emergency planning – and, in particular, in the
aftermath of an emergency – it is important to look at this balance critically and realistically. […] We
must all work within the law, but in the circumstances set out in this guidance, we feel that uncertainty
should not be used as an excuse for inaction when it is clearly in the interest of individuals and the
public at large to act positively.” (HM Government, 2007: 2) Such efforts will arguably become more
important in the future. As Finn et al. (2015) argue, “as time progresses and crisis managers,
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humanitarian organisations and others’ engagement and activities and interaction with big ‘crisis’ data
grows, it will be necessary to implement appropriate measures and policies to manage, protect and
optimise the value that can come from engaging with this data.”
And while research and guidance on how to possibly reconcile data protection and interoperability are
necessary and must be valued as such, it remains somewhat questionable whether they will be able to
resolve the effects of the disciplinary power of data protection. As I have argued along the expert
accounts of crisis management practices, a key characteristic of data protection law is its complexity
and dynamic nature which is at times hard to grasp even for data protection lawyers. Practitioners of
crisis management in fact feel a strong insecurity – even anxiety, as one respondent framed it – about
questions of data protection. An insecurity which in turn produces creative, ad hoc bypasses that are
imposed on crisis managers by the perceived disciplinary power of data protection.
The relationship between data protection and security, read through this particular lens, must
therefore be adjusted. While it had long been argued that, on an abstract level, the need for security
would easily trump the need for privacy, concrete security practices in light of concrete data protection
legislation paint a slightly different picture. Due to its legally binding status, data protection appears
to have ousted the notion of privacy when it comes to data collection, processing, storing, and sharing.
Data protection in fact unfolds a disciplinary power that is capable to subdue even security practices –
and if only in the particular field of crisis management. Governments are still eager to frame the
relationship between concrete practices and concrete legislations as a ‘balance’, but it remains
questionable who would then be entitled to define the nature of such a balance. It might very well be
the case that this question would be relegated to the courts, thus contributing to a further ‘legalization’
of crisis management practices. Data protection has thus emerged not only to be a concrete forum for
discussing privacy and/vs security, but also as a means to govern security.

Conclusions
This paper has retraced the status of data protection within the professional field of crisis
management. I have thereby argued that the legal specifications of data protection stand in contrast
to obligations of sharing information between involved organizations in crisis management operations.
While it might in fact be possible to reconcile data protection legislation and professional working
practices within crisis management, the paper has instead highlighted the unprecedented side effects
that data protection imposes on involved actors. Through the accounts of experts from the field, it has
become apparent that the complex nature of data protection in fact unfolds a disciplinary power
similar to surveillance effects within the panopticon model. In other words, when crisis managers are
not sure about how to handle data protection, they tend to creatively bypass data protection in order
to avoid possible violations of the legal framework. Notably, questions of familiarity with specific IT
infrastructures play a role within such practices of bypassing as well – however as has been shown,
data protection becomes deeply enmeshed within ‘common operational picture’ and ‘common
information space’ solutions, thereby unfolding narrow limitations for information sharing during
crisis. As a consequence, practitioners try to escape the disciplinary power of data protection through
creative repurposing of private and/or commercial technologies such as Gmail/Gdrive or Blackberry
phones, thereby undermining the otherwise strong institutional position of data protection.
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